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a Fairgate

DROCA: Dispute Resolution of
Concurrent Assertions

) BitvMX



BATTLE For Bitcoin

DROCA

e Tworoles: Asserters and Challengers

e Asserters claim certain assertions are true

e Challengers disprove those claims

e There can be child assertions (used by rollups)

e Asserters can claim conflicting statements:
o Alice: Thereis awithdrawal of 10 BTC to Carol pending with sequence number W
o Bob: Thereis awithdrawal of 5 BTC to Dave pending with sequence number W

e Thecorrect assertion must be selected and executed

a Fairgate ® BitVMX



Example

a Fairgate

Assertion A
(sn 1)

Assertion B
(sn 2)

-

Conflicting relatives

{ Conflicting siblings

Assertion C
(sn 2)

Challenge

Assertion D

Challenge

(sn 3)
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BATTLE For Bitcoin

Cost of Participation

Participation in DROCA consumes three resource classes:
1. staking—capital posted as security bonds, as specified by the protocol;
2. gas—L1 currency to pay inclusion fees for assertions and dispute moves;

3. computation—off-chain compute (and bandwidth) incurred by participating parties.

a Fairgate
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BATTLE For Bitcoin

Existing DROCA Protocols

1. Optimism

2. Arbitrum Classic

3. PRT

4. BolD

5. Dave

6. BATTLE
a Fairgate
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Verifier's Dilemma in Optimistic Protocols

Optimistic protocols assume validity by default.
Fraud is caught only if someone challenges.
Verifiers must re-check state to find fraud.
Re-checking costs time and money.

Each verifier hopes someone else will do it.

In equilibrium, nobody checks consistently.
Attackers can slip in invalid assertions unchallenged.
If verifiers do check, they’re rarely rewarded.

If they don’t, system safety degrades.

That tension is the Verifier’s Dilemma.

a Fairgate .
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a Fairgate

HAI YOU NEED
AN HONEST
MAIORITY ASSUMPTION

I'M SAFE WITH
A1/NASSUMPTION

L
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Fraud Proof Trilemma

a Fairgate .

Fraud-proof systems try to balance efficiency, soundness, and liveness.

Efficiency: Disputes should resolve with low on-chain cost (logarithmic or constant, not
linear).

Soundness: Invalid assertions must always be rejected if at least one honest challenger
exists.

Liveness: Honest challengers must be able to complete disputes without being blocked
or griefed.

The trilemma: you can strongly guarantee only two of the three at once.

E.g., making disputes highly efficient may weaken liveness; prioritizing liveness may raise
costs; maximizing soundness may require heavy on-chain verification.
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Fraud Proof Trilemma

Promptness or Liveness

BoLD
BATTLE

Dave

Opt

Safety / Soundness

a Fairgate

Efficiency / Decentralization
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Protocol Phases

Phase 1

Asserter 1
defending A1

Asserter 2
challenging A1

Asserter 3
defending A3

Asserter 4
challenging A3

Challenge 4

>

Challenge 2

Challenge 5

Challenge 6

Phase 2
Winer 1-2 defending
A1 or A2
Winer 1-2-3-4
defending his || Challenge 1 [
assertion
Winer 3-4

challenging A1 or A2

Conflicting assertions compete.

a Fairgate

>

Challenge 3

Challenge 7

Winning assertion competes with challengers
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Protocol Phases

Registration of
competing sibling
assertions

Registration of
first assertion

Phase 1
Competition
(optional)

a Fairgate

Registration of
competing
challengers

Phase 2
Comptetition
(optional)
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BATTLE For Bitcoin

Parameters of a DROCA Protocol

MIN = Minimum Initial Capital
PSB = Persistent Security Bond
OSB =On-Demand Security Bond
DR = Dispute Reward
DC = Dispute Cost
DR >DC
DR < OSB + PSB

a Fairgate
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BATTLE For Bitcoin

Wallet Updates During Tournament

BATTLE Minimal Initial Beginning of End of Begining of End of End of
Wallet Capital (MIC) Round 1 Round 1 i Round 2 Round 2 Torunament

Bk out

Persistent On-demand

Security Bond
(PSB)

Security Bond
(OSB) Round 1

a Fairgate ® BitVMX



Schedule 1: MIN=3, DC=1, DR=-0OSB =2

Ch.4

Ch.4

Ch.6

Phase 2
-3
-3 -3
I—) Ch.1 ¥ Ch.2 Ch.3 —
I
|
: +4 +4 +4 : 3
|
(balance 3) :

L_)

Ch.'5

Ch.5

Ch.7

(balance 6)

Ch.7 F—»{Ch. 11 —P{ Ch. 15
Ch.8 —»{Ch.12 —»[Ch. 16
Ch.9 —{Ch.13 —P Ch. 17
Ch. 10 —{ Ch. 14 —P{ Ch. 18




Schedule 2: MIN=4, DC=1, DR=-0SB=3

Phase 2
Challenge 7 |—| Challenge 7
~»| Challenge3 ¥ Challenge 5
4 Challenge 8 —| Challenge 8
-4 -4
— P Challenge 1 »| Challenge2 [
I +6 +6 1|4 Challenge 9 —| Challenge 9
I [
I I P Challenge 4 [—| Challenge 6
I [
(balance 4) (balance 8) Challenge 10 — Challenge 10

a Fairgate @ BitVMX



Schedule 3: MIN=2, DC=1, OSB-=1, DR=3 (asserter)

-2

MIN=4, DC=1, OSB=3, DR=1 (challenger)

Phase 2

—T>

Challenge 1

[
(balance 2)

a Fairgate

+4

(balance 4)

Challenge 4

g

Challenge 2

.|.<
|
|
|
|
|

Challenge 5

Challenge 6

1 g

Challenge 3

.
£,

Challenge 7
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Tournament Chain

OpenTournament(1) Tx

TC Start

s

a Fairgate

OID

Next Slot

Start Phase 1

)

OpenTournament(2) Tx

ETL

OID

Next Slot

Start Phase 1

—

RegistrationPhase1 Tx

\_)

Phase 1

) BitvMX



a Fairgate

Phase 1 Transaction DAGs
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Phase 1
Schedules

a Fairgate

Phase 1

Asserter 1
defending A1

Asserter 2
challenging A1

Asserter 1
defending A1

Asserter 3
defending A3

Asserter 4
challenging A3

Asserter 5
defending A5

Asserter 6
challenging A5

Asserter 7
defending A7

Asserter 8
challenging A7

LT o O

Winer 1-2-3-4
~»  defending his
assertion
Asserter 4
challenging A1
None
Winer 5-6-7-8
| challenging other's
party assertion
Asserter 8
(no action)

Winer 1..8
defending his
assertion

—/
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Phase 1
Enablement
Chains

a Fairgate

BATTLE For Bitcoin

WinPhase1 Tx

From
Enabler

From
Winner
selector

Phase 1-2
connector

FLEX Dispute(1)
——»| AEnabler
——P|A Next Round E.
— > BEnabler
—M—>B Next Round E.
EnableRound(1) Tx EnableRound(2) Tx EnableRound(3) Tx
Alice 7TL Link Alice 7TL Link Alice
Enabler F—— P Reveal | Enabler : Enabler
RegistrationPhase1 Tx Reveal | (round 1 a2 |round2) 3" |(round 3)
¢ ] a_l
Alice Registers N N2 N
Alice < Selector] Alice Selector Alice
. Enabler Enabler Enabler
Bob Registers
Carol Registers A
PR, W
Henry Register. DisputelsStalled1 Tx
NIy REEISters 2TL p| Alice
: Enabler || Alice
VZEZcetro1r2 ul Next Alice | loses
—>
Enabler 6TL
Winner 34
selector .
DisputelsStalled2 Tx
Winner 56
. NAE
selector NoAssertion Tx —> round2 | AandB
i 1Tl lose
Winner 78 Not registered ———) Mz
selector 6TL round 2
Winner 1.4
selector
Winner 5..8
selector
Winner 1..8
selector




Phase 1

a Fairgate

RegistrationPhase1 Tx

Alice Registers

—

Bob Registers

Carol Registers

Henry Registers

Winner AB sel

Winner CD sel

Winner EF sel

Winner GH sel

Winner A..D sel

Winner E..H sel

Winner A..H sel

A/B

I

FLEX

C/D

FLEX

FLEX

G/H

:

FLEX

AB Sel
AB/CD

FLEX

CD Sel

EF Sel
EF/GH

FLEX

A..D Sel
ABCD/EFGH
e FLEX
E..H Sel

GH Sel

A..H Sel
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FLEX Component

a Fairgate

alce Can Wi J MissingAlicelnput Tx L

Alice tries to
win early

NextAlice Cancel InvalidAssertion Tx
enabler A
- Bob Cacnel
(@+5B+5A)TL AieenPUC | wins (ED) e
= wins.
Close o€ stillopen Tx
B NoBobChallenge T -
Enabler QRobtalenge Tx
MissingAliceDeposit Tx @
Bob Enabler
m " Alicelnput Tx Eancel
ice
(P|Alice Enabler | | - Alice's circuit | Bob Bob
Alice deposit < "
';e’g Next Bob nput (SNARK) | input (2+5A+5B) TL I wins AlicelnputisCorrect Tx
o Enabler
Enabler Close -
Close d:iz
BobChallenge Tx
Next Bob
Alice Bobinput Tx Enabler
—
from | 1meut MissingBobDeposit Tx Alice's Cl. co-signed| Eval
Bob * forBob'sCl.  [BobC| BobWasDisabled Tx
Enabler|  Alice Bob deposit
, (1458) T "
Deposit Alice Close
: Close MissingBobInput Tx
Alice — wins (D) Alice
Enabler Bob Next Bob — wins
Deposit Enabler ob Input Next Bob
Fom P (1458) TL _ Enabler
Alice o Alice
Enabler wins
s Next Bob.
Enabler
AliceDeposit Tx .
BT: posit Tx
AliceDepositSource Tx From BTakesBDepositByTimeout Tx
deposit )
e Pay to » Bob takes with Pb | Bob (3+5A) TL| Bob taKes after aob
Later | security Funding | Pot! timeout
deposit Gl ATakesADeposit Tx
BT: posit Tx
Alice takes with Pa Alice
BobDeposit Tx Bob takes with Pb | Bob
ATakesADepositByTimeout Tx -
BobDepositSource Tx From ATakesBDeposit Tx
R || Alice takes after | .
Dynamic timeout Alice takes with Pa| Alice
Later | security __’ Funding Pot2 (2+5B) Tl
deposit dispute
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BATTLE For Bitcoin

FLEX Time restrictions

| 0TL A | 2TL | T | 4TL 5TL 6TL
StartTournament Tx  BobChallenge Tx BobDeposit Tx AliceDeposit Tx Bobinput Tx InputisCorrect Tx
Alice's SNARK
Bob From deposit from deposit co-signed by Bob {pa) i
reers From | Ajice Input & Bl Pay to for Bob's circuit Alice
> Bob Lot N et wins
Enabler Funding | 7% Funding Close
di dispute
; . ispute
Alice Deposit N
Froi i
Alice | Bob Deposit Alicelnput Tx
Alice A >
Enabler A cuit input| Bob S
Enabler lose (SNARK) InvalidReimburse Tx
Cacnel
(Pb) Bob
wins
Close
Timed Transactions
N
issingBobDeposit Tx liceDeposit Tx BTakesBDepositByTimeout Tx
i 1put Tx —
Bob deposit Cancel ob takes
(1+58)TL Alice m —— (;;A,_TL’ after timeout | 2°°
wins "
Close : ! Alice deposic| 5°° Alice
(2+5A+5B) TU| s wins
Close ATakesADepositByTimeout Tx
DisputelsStalled1 Tx Gl PRE ice ok
3 ice takes {
p| Alce et z (2+5A+58) TL | after timeout 1=
j 271 | Enabler | Al MissingAlicelnput Tx
Alice Next | lose DusputelsStalled2 Tx
Enabler Gancel
Alice Next
Alice Next| DisputelsStalled1 Tx 3! aiceinput | 2°° Enabler | a1
(2+5A+5B) Tl ics
Enabler Bob Bob Next | lose
27 | Enabler | Al Close Enabler
o Bob Next | lose
”| Enabler
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Phase 1 Example: Alice, Bob, Carol, Dave

RegistrationPhase1 Tx

Alice Registers

Bob Registers

_ﬁ—l Win I |—>|Phase 2|

\_tn-—l Win I I—)'Phase 2|
’__EH Win I l—)IPhase 2|

M

Carol Registers
Dave Registers = { -
Win I I—)IPhase 2|
Winner 12
selector
e e
FLEX
Winner 1..4 A/D
selector -
D] FLEX
B/C
2] e |
FLEX
Legend
B/D
<> Pack Enabler/Next Enabler connections (BT Fex
[ D |

a Fairgate
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BATTLE For Bitcoin

. / Legend )
CancelDirectTransfer Tx
" * Penalization Tx
Phase 2 Example:
eg-In Tx [—> ’
HRTE I:‘ Anyone issued Tx
Peg funds
o heB ] [:| Operator Issued Tx
RUIEE e DirectTransfer Tx
I:I Watchtower Issued Tx
From peg
_’ funds
el =) Funds transfer
N > n-of-n
X signature COV Emulated Covenant/
TryEarlyRefund Tx EarlyRefund Tx
From last o Refund Tx
"Next Alice e ’ From Peg _—
Enabler" in > Rl Reimburse funds ’ From Peg
Alice relrtn'bl;rse ment Tried = funds .
enablement - He reimburse | pjice ERGTL Alice

chain Enabiey enabler 2
cov
enabler 2
».
S > L

AliceWasDisabled Tx
StartPhase2 Tx ) o[ [ & SIEEL Sl
Global Pre-image
cov Try Early
Refund A/C FLEX (A=1,B=0)
A/F FLEX (A=2,B=0)
Reimburse
Enabler p 4
| >
BCE A A/G FLEX (A=2,B=0)
Sk A/B FLEX (A=0, B=0)
D CE
FLEX A/H FLEX (A=2,B=0)
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BATTLE For Bitcoin

Combining All Together (2 Phases, 4 parties)

OpenTournament(1) Tx OpenTournament(2) Tx Op Tx Tx
Next Slot . Next Slot = Next Slot o NextSlot |- >
TC Start oip o oip oip
Start Phase 1 Start Phase 1 Start Phase 1 Start Phase 1 CancelDirectTransfer Tx

Peg-In Tx cov e
signature
Alice rog | P
Registers Funds
n-of-n take Dir >
Bob | -
i rom peg
Registers funds
Carol
Carol frofn
Registers {, signature
Dave
Registers TryEarlyRefund Tx
":J"’;‘E Refund Tx
Winner 12 " arl i From P
m
caeis rompure [FEmbosel [rembuse | e s
tried 7L | enabler — Nice:
ErT
Winner 23 e enabler2
selector (Alice)
1 -
(Winner 1.4
Try Early
selector ety
Reimburse
= Enabler
BCE
i CcE
DCE
Legend v oV
TryEarlyRefund Tx
<> Pack Enabler/Next Enabler connections s ——
funds
1T BEl) From Peg
reimburse |t ried|  \—————p] "eimburse | pop funds
(Bob) e | enanler Rt ke
enabler2
StartPhase2 Tx enabler2
Try Early EarlyRefund Tx
Refund
B/C FLEX
Reimburse. ]
L »>| Enabler
ACE
Fairgate BitVMX
D CE




Summary

a Fairgate

Two-phase tournament with reward recycling: keeps honest asserter
capital constant and resolves C challenges in O(logC) rounds via escalation
schedules.

Bitcoin-native design: FLEX/BitVM garbled-circuit disputes, per-move
timelocks, on-demand L1 bonds, reusable escrowed rewards, stall handling.
Phase 1 uses enabler chains (winner cuts + third-party stall cuts) to yield a
single surviving asserter;

Phase 2 the remaining challenges it with non-decreasing concurrency.
Admission/DoS control: Tournament Chain rate-limits openings

Cost: pre-signed material is O(N”*2) and GC size dominates; per-peg-in
DAGs amortize cost; practical near N = 1000 operators.
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Thank You!
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https://github.com/FairgatelLabs https://bitvmx.org



